Hudopmannonnas naMaTka i 00y4a0MHXCH 115 PAIMEIHOHNA HA
OpHUHAILHBIX HHTEPHET-peCypeax

C K@M rOJI0M MOJIOJAEKH B HHTEPHETE CTAHOBUTCH OOJIBINEG, A MKOALHUKH OHH
H3 CaMbIX AKTHBHBIX noib3opareneil Pynera. Mexkay Ttem, noMumMo orpomuoro
KOJIHYECTBA BO3MOKHOCTEH, MHTEPHET HeceT M npobaemsi. DTa namMaTka J0KHA
noMo4s Tebe 0e30MaCHO HAXOAUTHCA B CETH.

Komn LIOTEPHBIC BHPVCHI

KoMnsroTephslii BAPYC - 9T0 Pa3sHOBHAHOCTH KOMITBIOTEPHBIX TTPOIPAMM,
OTAMMHTEIBHOA OCODEHHOCTBIO KOTOPOIT ABISETCH CHOCODHOCTH K pasMHoKeHHo. B
JAOTIOHEHHE K ITOMY, BUPYChl MOTYT NOBPEINTL HIIH MOJTHOCTHIO YHHUTOXRHTE BCE
thailsibl W JAHHBIC, TOAKOHTPOIBHBIC NOML30OBATENIO, 0T HMEHH KOTOPOTO Obina
3anyHICHA 3aPOKCHHAN NPOrPaMMa, a TAKKE NOBPEANTL WilH JAKE VHHUTOKHTD
ONEPALMOHHYIO CHCTEMY €O BeemH (aiinamu B uenoM. B SonsimncTse ciayiaes
PactpoCTpaHAIOTCA BHPYCH! YEPE3 HHTEPHET.

MeTo/1b1 3aMHTHL OT BPEJIOHOCHBIX HPOIrPaMM:

I. Hcnonb3yii coBpeMeHHbBIE ONEPALHOHHBIC CHCTEMBI, HMEIOLIHE CEPbE3HbI YPOBEHE
3AUIMTBE OT BPEAOHOCHBIX HPOrPaMM;

2. TocToanno yeranasausail nautu (UHQPOBLIE 3aILIATKH, KOTOPBIE ABTOMATHYECKH
YCTAHABIHBAIOTCA C UEIIBIO A0PAabOTKH MPOrpaMMBel) M Apyruae oGHOBICHHS CBOCH
OnEPauHOHHOH ciueTeMbl. CkauuBail HX TOIBKO ¢ oUUHAILHOTO caiiTa paspaboTauka
OC. Ecnu cymecTByeT pesknM aBTOMATHYECKOTO OOHOBICHHS, BKIIOMH €10,
3.Paborait Ha cBOeM KOMIILIOTEPE MOJI IPABAMH 110JIL30BATEA, A HE AJAMHHHCTPATOPA.

10 He 103BO/MT GONBUIMHCTBY BPEJOHOCHBIX APOrPAMM HHCTAAAHPOBATECH HA
TBOCM NECPCOHATBHOM KOMIIBIOTEDPE,

4. Menoab3yii aHTHBHPYCHBIE NIPOTPAMMHBIC IPOIYKTH WIBECTHBIX HPOH3IBOANTENEH,
¢ aBTOMATHYECKHM 00HOBICHHEM (a3,

5. Orpanuis GUIMMECKHI JOCTYI K KOMIBIOTEPY JUIS TOCTOPOHHHX JTHIL

6. Henons3syii Buelnne nocutenu uadopmarin, takne kax duienika, 1uck wim daiin
W3 HHTCPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOMHHKOB,

7. He orxpeisaii koMneioTepHbie (haitibl, HOTYUEHHBIE H3 HEHAACKHBIX HCTOMHHKOB.
Hame Te Qaitas, kotopsie npucnan TBOH 3Hakommii., Jlywme yroumm y Hero,
OTHPABIAIIN OH Tebe HxX.

Cern WI-FI

Wi-Fi - 510 He BHJI NEPEAAYuN JaHHBIX, HE TEXHOJIOTHA, @ BCEro Inib OpeH, Mapka.
Eme 8 1991 rony uuaepnanackas komnanus sapeructpuposana Spena "WECA", uto
oGo3Hauano ciosocouctanme "Wireless Fidelity", koTopsiii nepesBoauTcs Kaxk
"GecnpoBoaHas TOMHOCTS".

Jlo Hawero Bpemenn jouuia apyras aGOpeBHaTypa, KOTOpas ABIACTCH TAKOI ke
TexHosorueit. Jro abbpesnarypa "Wi-Fi". Takoe naisanue GbIIO JAHO ¢ HAMEKOM Ha
CTaHaapT Beicuiei 38ykosoit Texuuku Hi-Fi, uto B nepesoje oznauaer "Bbicokas
TOYHOCTS".

Aa, becrnarueiii uuTEpHET-A0CTYN B Kade, OTENIX H AIPONOPTAX ABIACTCA OTIHYHOIM
BO3MOKHOCTEIO BbIXOAA B HHTEpHET. Ho MHOTHE 3KCnepTsI cCuuTalor, 4Tt0
obuwenoctynupie Wi-Fi cetn ve sasmorces 6€30MacHbIMH,




Cosetst 110 Gezonacuoctn paboTsl B 06weA0CTYMHBIX ceTax Wi-fi:

I. He nepeaasaii cBoio nnunyio undopyaimio yepes obweaocrynusie Wi-Fi cetu.
Paboras B HuX, XKejaTelbHO HE BBOAMTHL NAPONM JOCTYNA, NOTHHEI M KAKHE-TO
HOMEpA,;

2 Mcnonp3yit 1 0GHOBIAI AHTHBHPYCHBIE POTPAMMBL 1 Opanamayep. Tem cambim Thi
obezonacuiub cebst 0T 3aKAYKH BHPYCA HA TBOE YCTPOHCTBO,

3. Ilpu ucnonesosanmn Wi-Fi orumoun gynximo "O6muit JOCTYN K haitzam |
npurTepaM”. lanuas GyHKUHS 32KPBITA [0 YMOTYAHHIO, OJHAKO HEKOTOPbIS
HONB3OBATEIN AKTHBUPYIOT €€ 11A yA00CTBA HCRONL30BaHNs B paboTe umm yuebe;

4. He ucnonwsyit nyGmuunsiit WI-FI 11s nepesaun imubix gaHubix, HANpUMep IS
BHIXOJd B COUMAILHBIC CETH MITH B MIEKTPOHHYIO [OYTY,

5. Henoabsyii Tonbko saumiensoe coeannenne sepes HTTPS, a ue HTTP, te. npu
uabope seG-aapeca BBOAM HMenno "https:/":

6. B moGuastom teaedone orkmoun Gynxiunio "Toakmouenne k Wi-Fi
asromaruiecku”. He gonyckail aBTOMaTHUECKOrO NOAKITIONEHHS YCTPOHCTBA K CETAM
Wi-Fi 6e3 tBoero cornacus.

Couuaipibie ceti

CounanbHple CETH AKTHBHO BXOAAT B HAIY KH3Hb, MHOIHE IO padoTaioT H KUBYT
TaM nocTosHHo, a B Facebook yke 3aperucTpHpOBaH MWLIMAPA HENOBEK, 4TO
ABMACTCA OAHOH CceabMoit Beex skuTenell nnamern. MuOrme noas3oBaTeny He
NOHHMAIOT, 4TO HHPOPMALMS, PA3MELLICHHAN HMH B COUMATBLHBIX CETAX, MOKET OBITH
HAliIeHA W HCTIONL30BAHA KEM YTOAHO, B TOM MHCIC HE OOA3aTENBHO C GJarumMu
HAMEPEHHSIMH.

OcHOBHBIE COBETHI 110 GE30MACHOCTH B COLHATBHBIX CETHX

1.Orpannts cnincox apyseii. ¥ 1e6s B Apy3LAX HE A0IKHO ObITH CydaiHLIX M
HEZHAKOMBIX JIFOICH,

2. 3aunmali ceoi0 YacTHYIO u3Hb. He ykasuisait naposu, Teaedonsl, aapeca, aaty
TBOCTO PORICHHS H APYTVIO JIMUHYIO HHYOPMALMIO. 3A0YMBILUIEHHHKH MOT'YT
HCMOML30BATE AKE HHPOPMALMIO O TOM, KaK ThI M TBOH POAUTENH MIAHHPYETE
HPOBECTH KAHHKYIIbI,

3.3aumwail CBOK PENyTALMIO - AEPIKH €¢ B UMCTOTE M 3ajxasaii cebe BOMPOC: XOTE
Obl Tbi, 4TO0B! APYTHE OIB3OBATENN BHIECIH, YTO Thi sarpyxaems? [Nogymaii, npexae
HEM MTO-TO ONYOIHKOBATE, HAHCATH W 3aIPY3HTS.

4. Eciu Tbi rOBOPHILIL C JTHOALMH, KOTOPBIX HE 3HACIIL, HE HCHOAL3YI CBOE peasibHOE
HMA #APYTYIO JIHYHYIO MHQOPMAUMH. HMS, MECTO JKHTENLCTBA, MECTO y4eObl
nposgee;

3. HsOeraii pasmewenns dororpadgmii 8 Hutephere, rae Tal H300pakeH Ha
MECTHOCTH, 1O KOTOPOi MOXHO ONPEAETNTE TBOE MECTONOIOKEHUE,

6. Ilpu perucrpanmn B COUMAIBHON CETH HEOOGXOAMMO HCHOMBIOBATH CHOKHBIE
HApOaH, COCTOAILHE W3 OYKB H UM(P M ¢ KOIHYECTBOM IHAKOB HE MEHEe §:

7. JUnst coumanbHON CeTH, OYTHI M APYTHX CAlTOB HEOGXOAMMO HCIIONb30BATE pasHbie
naponu. Torza ecii TeGs B3MOMAIOT, TO 310YMBILINEHHUKH 107YYAT AOCTYH TOJABKO K
OIHOMY MECTY, @ HE BO BCE cpasy.

DNEKTPOHHBIE AEHBIH
IACKTPOHHBIE IEHBLIH - ITO O4EHB YAOBHBIT COCOG MmIaTexelt, 01HAKO CYIECTBYIOT
MOLICHHUKH, KOTOPBIE XOTAT HOJYUHTb 3TH ACHBIH.




“JIEKTPOHHBIE JACHLIM NOSBIINCE COBCEM HEJIABHO H HMEHHO H3-3d TOTO BO MHOTHX
FOCYApCTBAX A0 CHX NOP HE NPOIHCAHO NPO HEX B 3aKOHAX.

B Poccun ke onn hyHKHHOHHPYIOT H O HHX YIKC HPONUCAHO B 3aKOHE, TAE HX
paszAessioT Ha HECKO/IbKO BHJIOB - AHOHUMHBIC H HE aHOHHMHBIE. Pasnuua B ToM, 9TO
AHOHHMHBIC ~ 3TO T€, B KOTOPBIX Pa3peIIacTes NPOBOANTS onepauun 0e3
HACHTHUKALMH NOIBIOBATENS, 4 B HCAHOHHMHBIX MASHTH()HKALNA NOIL3OBATENS
aBasgeTcs o0gsaTenLHOI.

Taxke cneayer pasan¥aTh MEKTPOHHLIC (PHATHBIC ACHBIH (PABHBI TOCYIAPCTBEHHBIM
BANOTAM) W J/IEKTPOHHBIE HE(MATHBIC ACHBIH (HE pPaBHbl TOCYAAPCTBEHHBLIM
BATHOTAM ).

OcuosHble coBeThl N0 0e30MacHoi padoTe ¢ MEKTPOHHBIMH JEHLIAMH:

L. Tpussoicn k cuery MmobuwibHbl Tenedon. 1o camblit ya06ubiit 1 GLicTpslil crniocob
BOCCTRHOBUTE J0CTYR K cuery. llpusszannwiit Tenedon nomoxer, ecan 3abyaeus
CBOH NJIATEAKHBIH NAPOIb WK 3ail e Ha caliT ¢ HEIHAKOMOTO YCTPOHCTBA;

2. Henoawsyii oanopasossie napomn. ITocie nepexosa Ha yCHICHHYIO aBTOPH3ALHID
rebe yake He OyaeT yrpokarh ONacHOCTb KPAXKH WM NEPEXBATA IUIATERHOTO Napois;
3. Buibepu cnoxusiit napons. [Ipectynsikam 6yAeT He NPOCTO yrafaTh CAOKHBIH
naposis. Hazexusie napoam - 970 naposin, KOTOpLIE COASPKAT He MeHee 8 3HAKOB U
BKJIIOMAIOT B €0 CTPOUHBIE W NPONHCHBIE OYKBLI, UH(PHI H HECKOIBLKO CHMBOJIOB,
TAKHE KAK 3HAK A0juU1apa, GynTa, BOCKaHUaTe bl 3Hak n 1.11. Hanpumep, StROng!;;
4. He BBOAM CBOM IMYHBIC JAHHLIC HA CAlTaX, KOTOPBIM HE I0BEPAECIIL.

DAEKTPOHHAS 110YTA

JNEKTPOHHAS NOYTA ~ 3TO TEXHOJIOIHA M NPEAOCTABINEMBIE €10 YCIYTH MO NEPECHLIKE
H HOAYHEHHIO 3IeKTPOHHBIX COOOIICHMIT, KOTOPBIC PACHPEICATIOTCS B KOMITBIOTEPHOH
cetit. OGBIMHO INEKTPOHHBIN MOYTOBLIN ALMK BBINISANT CASAYIOWHM 00pazoM:
HMSL_nob3oBaTens@ums_joMena.  Takke KpOME nepejaud  npocToro  TeKcTa,
HMEETCS BOIMOIKHOCTE Nepe1aBats (ailin.

Ocnosubie coBeTnl 10 feszonactoit pafoTe ¢ M1eKTPOHHOI NOUTOI:

I Hago swmibpars npaBuibHbii nouToBbil cepBuc. B mHTepHETE e€cTh OrpoMHBIi
BLIOOP OeCIaTHBIX NOYTOBLIX CEPBHCOB, OIHAKO JYHLIE JOBEPATH TEM, KOIO 3HACIIL
H KTO NEPBLI B peiiTHHTE;

2. He ykaspisail B AM4HOI noure anunyio nndopmanmio. Hanpumep, ay+ine Budparts

oy

"MyspikaibHBIT_anar@” wan "pok2013" Bmecto "remal3”:

3. Hcenoaw3syil ABYXITanmyw aBTOpPH3AUMIO. DJTO KOMAd MOMHMO Napois HYKHO
BBOAMTH KO, NpucbliaeMslii no SMS;

4. Bribepn caomubiii naposis. JUs KOKA0T0 NOMTOBOTO SIMKA JOKEH ObITH CBOI
HAACKHBIL, YCTOHYMBLI K B3IOMY NApOib;

5. Ecin eCTh BO3MOKHOCTS HAITHCATH CAMOMY CBOI JIMUHBI BONPOC, HCTIONB3Yil 3Ty
BOIMOKHOCT,

6. Menosb3yii HeCKOALKO MOUTOBBIX AUHKOB. [TepBolil 11 yacTHOl nepenucky ¢
AIpecaTaMi, KOTOPRIM  Thl JIOBEpACUIbL.  DTO JICKTPOHHBIH aipec He Hajao
MCIIOIBL30BATH [IPH PErHCTpay Ha GopyMax u caiirax;

7. He orxpeiBaii (aiinel u apyrue BIOKEHHS B THCBMAX, JIKE €CITH OHU MPHIUIH 0T
TBOMX Jpyseit. Jlyumie yrounn y nux, otnpasisuin am onu tee a1 daiinsr;

8 TMocae okonyanus paboTsl HA MOYTOBOM CEPBHCE NEPE/ 3aKPHITUEM BKIAAKH C
caiitom He 3a0yab HakaTs Ha "Boittn".




"JICKTPOHHBIC ICHLIH NMOABHINCH COBCEM HEIABHO H HMEHHO W3-34 9TOr0 BO MHOTHX
FOCYIEpCTBax 10 CHX 10D HE NPONHCAHO PO HUX B 3aKOHAX.

B Poceun ke onn hyHKHHOHHPYIOT H O HHX YK€ IPORUCAHO B 3aKOHE, TAE HX
pazaeigioT Ha HECKOJIbKO BHAOB - AHOHHMHBIC H HE aHOHHMHBIE. PasHuua 8 ToM, 4TO
QHOHHMMHBIC - 9T0 T€, B KOTOPBIX Pa3pEIacTCs NPOBOANTE onepaiiuu O3
WAICHTHOUKALMH NOAL30BATENS, 4 B HEAHOHHMHBIX wieHTHUKALHS NOAL30BATENS
ABASETCH 0OA3ATEALHON.

Taxoxe crexyer pasanyars VIEKTPOHHbIC (HATHBIC ACHBIH {pasHbI FOCYIAPCTBEHHBIM
BANIOTAM) M IEKTPOHHBIC HeQHATHBIC ACHBIM (HE PpaBHbLI FOCYAAPCTBEHHBIM
BAJIHOTAM ).

OcHoBHble COBETH N0 Ge30nacHoi PafoTe ¢ MWIEKTPOHHBIMH ICHLIAMH:

L. Tpussxcn k cuery MobwibHbI Tenedon. D10 camblit yao6ubit 1 GuicTpsiii crioco
BOCCTAHOBHTEL jgocTyn K cuety. llpusssannwmii tenedon nomowmer, ecin 3abyaeun
CBOT NJIATEAHBIH NAPO/Ib MK 3ailIeib Ha caliT ¢ HE3IHAKOMOTO YCTPOICTBA;

2. Henoawsyii oanopasossie napomy. Ilocie nepexosa Ha yCHICHHYIO aBTOPH3ALHMID
rebe yie He OyaeT yrpokarh ONACHOCTL KPAXKH Wil NIEPEXBATA IVIATEKRHOTO NAPOIIs )
3. Buibepu cnoxustii napois. [pectynsnkam Gyaet He npocTo yragath CAomHbI
naposis. Hagexnsie napoau - 910 naposin, KOTOPLIE COAEPKAT HE MeHee 8 3HAKOB U
BKJIIOMAIOT B ce0f CTPOUHBIE W NIPOMHCHBIE GYKBLI, UH(PPLI H HECKOIBKO CHMBOJIOB,
TAKHE KAK 3HAK 20/1apa, GynTa, BocKanuarenbheii 31ak n 1.11. Hanpumep, StROng!;;
4. He BBOAM CBOM IMUHBIC 1aHHbIE HA CAlTax, KOTOPBIM HE 10BEPAEHIL.

UIEKTPOHHAS 110YTa

INEKTPOHHAS HOYTA ~ ITO TEXHOIOIHA M NPEAOCTABINEMBIE €10 YCIYTH N0 NEPECHLIKE
H MOAYHEHHIO 3ICKTPOHHBIX COODLICHNMIT, KOTOPBIE PACHPEACAAIOTCS B KOMIBIOTEPHOH
cetit. OObIMHO INEKTPOHHBIN OMTOBBI SMMK BBINISAHT CAEAYIOWMM 06pazoM:
iume_oMeHa.  Takke KpoMe nepeaadM  npocToro  TeKCTa,
MMEETCA BOIMOIKHOCTE nepeaBarts (ailan

HMA_ HOJB30BaTEIIR

Ocnosreie coBeThI 10 De30mnacHoil padorte ¢ MeKTPoHKOI nouTO:

I' ‘Hago seibpars npasuibHbii noutosblii cepeuc. B uHTEpHETE €CTh OrpOMHBII
BBIOOP OeCnIaTHEIX NOYTOBLIX CEPBHCOB, OJHAKO JTYHLIE JOBEPATH TEM, KOIO 3HACIIL
H KTO NEPBLit B peiiTHire;

2. He ykaspiBail B an4H0i noure mnunyio nudopmannio. Hanpumep, ayuine suibpats
"mysbikanbHBI anar(@” wan "pok2013" smecto "remal3’:

3. Henompsyll AByXsTanuylo asTopuzaumio. JT0 KOIJd MOMHMO NApois HYXKHO
BBOAHTL KO/, Npuckliaemslii no SMS;

4. Buibepu caomHblil naposs. JUis KOKAOT0 HOYMTOBOTO SIMKA 10KEH ObIThH CBOM
HAACKHBI, YCTOHYHBBIT K BIOMY Napoiis;

3. Ecim ecTh BO3MOKHOCTS HATTHCATE CAMOMY CBOI JIMUHLII BONPOC, HCTIONL3Yit ITY
BOIMOKHOCTE,

6. Henonesyil Heckoasko noyuToBbIX AMKOB. [Tepsuiii a1a yacTHOll nepenuckn ¢
aapecataMi, KOTOPRIM Thl JOBEpsiellb. JTO DACKTPOHHBIA ajipec He Hajlo
HCHOIL30BATS HPH perucrpanuu Ha dopymax u caiirax;

7. He orxpuiBaii daitisl u Apyrue BIOKEHHS B MHCBMAX, AAKE €CITH OHM MPHIIUIH OT
TBOUX Jpyseii. JIyuiie yrouun y HuX, OTHpasisin i ouu 1ede 31 daiinsr;

8 Tocae okonuanus paboTsl HA OYTOBOM CEPBHCE NEPE/ 3AKPHITHEM BKIAAKH C
caittom He 3alyab Hakars va "Beiimn".




KufepOyvuar Wil BHPTYAABHOE HIACBATEILCTBO

KubepOynaunr - npecneosanne coobEHHIME, COASPKAILIMMH OCKOpOIeHH S,
AUPECCHIO, 3ATYTHBAHKE, XYIHTAHCTBO, COLHANLHOE OOHKOTHPOBAHHE ¢ MOMOILLID
pasINYHLIX HHTEPHET-CEPBHCOB.

OcuosHbie coBeThl 110 Gopule ¢ knbepOyannurom:

1. He 6pocaiica B Goit. Jyainii ¢cnocod: nocoBeToBaThes Kak ¢eOs BECTH H, €CIH HET
TOr0, K KOMY MOKHO OOpaTHTBCH, TO BHAYAIE YCHOKOMTbCS. Ecan 1ol HauHeus
OTBEMaTh OCKOpPONAeHHAMH Ha OCKOPONEHMA, TO TOALKO eute OONbLIE PA3OKIKELb
KOH(IUKT,

2. Vupasasii ceoeil kubeppenyranueil,

3. AHOHMMHOCTD B ceTH MuuMas. CyIecTBYIOT Cnoco0bl BRISCHHTD, KTO CTOHT 32

' AHOHHMHBIM AKKAYHTOM;

4. He crout Becty xyaurasckuii obpas supryaissofi susan. Hurepuer guxcupyer
BCE TBOM ACHCTBHA W COXpanseT HX. Y1anuTte ux Oyaer kpaline 3aTPyaAHHTEABHO,

5. Cobmioaail CBOW BHPTYAILHYIO HECTh CMONIOAY,

6. Uruopupyit eaunutsbiii Heratus. OQHOPAa30BLIE OCKOPOUTEIbHBIE COODIEHHS
ayyie HrHOpHpoBaTh. OOBIMHO arpeccus MPEKPALIACTCS HA HAYATLHONH CTaAnu;

7. ban arpeccopa. B nporpammax o0meHa MTrHOBEHHBIMH COOBLICHHAMM,
COUMAIBHBIX CETAX €CTb BO3IMOIKHOCTH OJIOKHPOBKH OTHPaBKH coodumenunii ¢
OIPEACICHHBIX APECOB;

8 Ecnu et cBuaeTens kubepOyuunra. Teon aeiiCTBUA: BLICTYIINTL NPOTHB
APECIEI0BATE, OKA3ATL EMY, YTO €10 ACHCTBHA OLUCHUBAIOTCA HETATHBHO,
MO1CPKATL  KEPTBY, KOTOPOH HYKHA MCHXONOIHYECKAs NOMOUb, COODIHTL
B3POCIIBIM O (AKTE AarpeCcCHBHOTO MOBEICHHUS B CETH.

Mobuasusiil Teaedon

Cospemennbie eMapTdOHBI ¥ IIAHMIETH COALPKAT B ced¢ BIOIHE BIPOCLIH
GYHKUHOHAI, ¥ TENEPhL OHH MOT'YT KOHKYPHPOBATL CO CTALHOHAPHBIMHI
koMisioTepaMi. OIHAKO, CPEACTB 3aliMThl Ans NoJO00HBIX YCTPOHCTE IMOKa OYCHDL
M0,

TecTupoBanue 1 NOHCK YAIBUMOCTEH B HUX NPOHCXOAUT HE TAK HHTCHCHBHO, KaK 118
TTK, 10 #e camoe xacaeTca H MOOHILHBIX HPHAOKEHHI.

Cospemennbie MOOHIbHBIE Opay3€phl YKE NPAKTHYECKH JOTHAIN HACTONIBHBIC
AHAJIOTH, OJJHAKO paciHpeHne (PyHKUMOHANA BAe4eT 3a co0oil SONBUIYID CIOKHOCT H
MEHBII YO 3aIHIHEHHOCTD.

Jasiexo He Bee NPOH3BOANTENH BBIIYCKAIOT OOHOBICHNAS, 3AKPBIBAIOLINE KPHTHYECKHUE
VA3BUMOCTH JUIS CBOMX YCTPOIHCTE.

Ocnosubie coBeThl 118 Oe3onacHocTd MobIILHOO Tenedona:

Huuero me sinsercs No-HacTosAuieMy OecnnaTHeM. Byah OCTOpOKeH, Beas KOTia
tebe npeanarailoT OECHIATHBIT KOHTEHT, B HEM MOIyT ObiTh CKPBITE KaKHE-TO
MIATHBIE YCAYTH,

Hymait, npescae vesm ornpasits SMS, ¢oro nnn Bugeo. Tol TOUHO 3HACUB, FIC OHN
OVyT B KOHEHHOM HTOrEe?

Heobxommo 00HOBISITE ONEPALMOHHYIO CHCTEMY TBOETO cMapTdoHa;

Henonp3yii anTHBHPYCHBIC NPOrpaMuel s MOOHIBHBIX TejeOHOB;

He sarpyskaii npHIOKEHHS OT HEHM3BECTHOIO HCTOYMHHKA, BEb OHH MOTYT COACPKATD
BPEAOHOCHOE POTPAMMHOE oDecneueHne;




[ocae 1010 Kax Thi BLIiiEWS ¢ caiiTa, r1e BBOAMA TH4HYI0 HHGOPMALMIO, 3aii1H B
HacTpoiiku Opaysepa u yaauu cookies;

Hepnoanyecky nposepsi, KAKKHE IUIATHBIE YCAYTH AKTHBHPOBAHB! HA TBOEM HOMEpE,
Masaii cBoil HOMep MOGHIBHOTO TeneOHA TONBKO THOAAM, KOTOPBIX Thi 3HACWIL H
KOMY JIOBEPS€IUD,

Bluetooth p0mxen GuiTh BHIKAIOMEH, KOTAA Thl MM He noab3yembes. He 3aGwisaii
HHOT1a NIPOBEPATH HTO.

Online urpsi

CospemenHbIC OHAANH-HIPbI - ITO KPACOUHBIE, 3AXBATHIBAIOIINE PA3BICUCHUS,
OOBEAHHAIOUINE COTHH THICSY HEN0BEK N0 BCeMy Mupy. Mrpoku HCCICAYIOT JlaHHBIH
HM MHD, OOUIAIOTCS APYT C APYTOM, BBITIOJIHSIOT 3aaHHS, CPAKAIOTCH C MOHCTPAMH H
MOJIYHAIOT ONBIT. 3a YAOBOILCTBHE OHH IUIATAT. NOKYNAIOT JIHCK, OMLIAYHBAIOT
aboHEeMENT HIH NPHOOPETAIOT KAKHE-TO OTILHH.

Bee 911 cpeacTBa HAYT Ha NOUIEPKAHKE M PAIBHTHE HIPhI, & TAKKE HA camy
0e30NaCHOCTb: COBEPIIEHCTBYIOTCS CHCTEMb ABTOPH3ALMH, BLITYCKAIOTCH HOBhIE
naTii (UMQPOBLIC 3ANIATKH U1 IPOTPAMM), 3aKPBIBAIOTCS YS3BHMOCTH CEPBEPOB.

B 110106HBIX #rpax CTOMT OnacaThes HE CTOABKO CBOHX CONEPHHKOB, CKOIBKO KPamku
TBOCTO aposis, Ha KOTOPOM OCHOBAHA CHCTEMA iiBTGpH'SHI{HH SﬂﬂbmHHCTB«a HID.

OCHOBHBIE COBETBI 110 HE30MACHOCTH TBOETO HIPOBOTO AKKAYHTA:

I. Ecam napyrodi urpok semer cebs mioxo wmam cosgaer Tebe HETIPHSATHOCTH,
3a610KHpPYH €10 B CHHCKE HIPOKOB;

2. Toskanyicsa aIMHHHCTPATOPAM UIPBI HA TUIOXOE MOBEACHHUE YTOFO HI'POKA,
KEIATENBHO NPHIOKHTE KAKUE-TO T0KA3ATENLCTBA B BUE CKPHHOB,

3. He yxaswisaii anunyio undopmaumio 8 npodaiine urper;

. YBaxail APYrux yMaCTHHUKOB 10 HIPE;

- He ycranasausait neouumansHble naTdi H MOIBI;

6. Henoaw3yit ¢0HbBIE ¥ Pa3HbIE NAPOTH;

7. Jlane BO BpeMA MIPBI HE CTOMT OTKIKOMATh aHTHBHpYC. [Toka Thi Urpaciis, TBOH
KOMITBIOTEP MOTYT 3aPasuTh.

L o

DUIHHT HIH KPAaKa JIHYHBIX 1aHHBIX

OObiMHO# Kpakeil ICHET # JOKYMEHTOB CErOIHA YIKE HHKOTO He YAHBHILL, HO C
PasBHTHEM UHTEPHET-TEXHOMOTHIT 310YMBILLICHHHKH NIEPEMECTHIHCH B UHTEPHET, H
HPOAOIKAT 3aHAMATECH "mo0HMEIM" AenoM.

Tak nosBraACk HOBA YIPO3A: HHTCPHET-MOLIEHHUYECTBA WiH QUILINHT, FIABHAS LETh
KOTOPOrO COCTOHT B NOAYYEHHH KOH(UICHIMAIBHBIX JaHHBIX TONB30BATEICH -
J0THHOB # naposneii. Ha anrsmmiickom sssike phishing unraeres xax dummnr (ot
fishing - priGuas nosns, password - maposns).

OcHosrele coBeTnl 1o fopsde ¢ Qummunrom:

I. Crenn 3a ceonm akkayHTOM. EC/IH Thi M003PEBACIIE, YTO TBOS aHKETa ObLIa
B3I0OMAHA, TO HEOOX0AMMO 3aDI0KHPOBATE € H COOBILNTE aAMHHHCTPATOPAM pecypca
00 ITOM KaK MOKHO CKopee;

2. Hcnoawsyit Gesonacusie BeG-CaiiThl, B TOM 4uCIe, HHTCPHET-MATA3HHOB H
MOHCKOBBIX CHCTEM;

3. Henonwsyit ciosknbie u pasiibie napoau. Takum obpasom, eciu tebs B3IOMAKOT, TO




VIOYMBIILICHHHKH HOIYYAT JOCTVII TOABKO K OJHOMY TBOEMY HNPOQMIIO B CETH, a HE
KO BCEM;

4. Ecan tebs B3nomanu, TO HeOOXOAMMO NPEAYNPEAHTbL BCEX CBOMX 3HAKOMBIX,
KOTOpbie A00aBacHb ¥ Te0s B APY3LAX, O TOM, 4TO TeOs BUIOMAIH M, BOIMOWKHO, OT
TBOETO UMEHH OYA€T PacchiIaThes CraM H CCBUIKH HA (GMIIHHIOBbIC CaiiThi;

5. Yeranosu nanexnsiii napons (PIN) Ha moSunbusiit Tenedon;

6. Otkmouu coxpanenue napons B Gpaysepe:

7. He orkpeiBaii daiinst 1 Apyrue BIOKEHHS B MUCHMAX, JAKE €CIIH OHH HPHILUIH OT
TBOMX Apyseii. JIyuiue yrounu y HHX, OTHpaBIs/g i ouu Tebe T daiisl.

Lndposas penyrauus

HUndposas penyTauus - 970 HETATHBHAS HIIH NO3UTHBHAS HH(OPMALNS B CETH O Tebe.
Komnpomernpyiomas undopmanns, pasMeilieHHas B HHTEPHETE, MOKET CEPhE3HBIM
00pa3om 0TPa3uTLCs Ha TBOEH peanbhoi xkusuu. "Ludposas penyrauus” - 310 TBOI
HMHTK, KOTOpPBI dopmupyerca 3 undopmaumu o tede B MHTEpHETE.

Tsoe mecTo xutenseTsa, yuedst, TBOe PUHAHCOBOE NOJIOKEHUE, OCOBEHHOCTH
XapaxkTepa u pacckasbl 0 OIHM3KHX - BCE ITO HAKATUIHBACTCSA B CETH.

Muorue noApoCTKH NErkOMBICIECHHO OTHOCATCS K NyOImKauun mnuHoil nedopMaunn
B HHTepHeTe, He noHHMas BOSMOWKHBIX mnocheacTuii. Thl Jake HE CMOKENb
Aorazatees 0 ToMm, 410 Qotorpadms, pasmelieHHas 5 NeT Ha3aA, CTANa MPUMHHOI
OTKa3a NpuHATL TeOs Ha paboty.

Kommenrapuu, pasmewenne t8oux dororpaduii u apyrue nefictsus MoryT e
HCHE3HYTh JQKE MOCE TOT0, KaK Thi MX yAauulib. Thi HE 3HACLIL, KTO COXPAHMI ITY
HH(OPMaLMIO, IOTIANA JIM OHA B NOHCKOBBIE CHCTEMBI H COXPAHIIACK JIH OHA, a
FJIABHOE. YTO MOAYMAOT 0 TeOe OKPYKAIOIHE MI0H, KOTOPSIC HAMAYT H YBHIAT 3TO.
Haiitn nundopMalmio MHOrO I€T cnycTs CcMOKeT m000i - Kak u3 A00pBIX
noOY&KACHHIL, TAK U C HAMEPEHHEM HNPHYMHUTB BPEA. ITO MOKET ObITh KTO VIOIHO.

ABTOpPCKOE NIPABO

CoBpeMeHHBIE WKOILHHKH - AKTHBHBIC NO/IL30BATEH UHPPOBOrO NPOCTPAHCTBA.
Oasako nanexo He BCE 3HAIOT, HTO NOAL3OBAHHE MHOTHMHM  BO3MOMKHOCTSMH
unpoBoro Mupa Tpedyet cobMOACHHS NPAB HA MHTEIEKTYANBHYIO COOCTBEHHOCTS.
Tepmun "nHTeN1EKTYANBHAS COOCTBEHHOCTE" OTHOCHTCS K PAsIMUHbBIM TBOPEHHSIM
HEIOBEUCCKOrO YMA, HAMHHAN C HOBBIX H300peTeHnil 1 3HaKoB, 0603HAYAIOUIMX
COOCTBEHHOCTE HA NPOAYKTEI M YCIYTH, M 3aKaH4YMBas KHUramu, dpotorpadusmu,
KHHO(QHABMAMH H MY3BIKAILHBIMA NPOU3BEACHHAMMN.

ABTOPCKHE mnpaBa - 3T0 [paBa HA MHTEUIEKTYAIBHYIO COGCTBEHHOCTh Ha
NPOM3BCACHHA HAYKH, JHTEPATYPbI M MCKYCCTBA. ABTOPCKHE NPaBad BLICTYNAIOT B
KaueCTBE rapaHTHH TOrO, YTO HHTEILUICKTYalbHbIL/ TROpUeCKuii Tpya aBTopa ne Oyaer
HANPACHBIM, JaCT €My CHPABEANHBBIC BO3MOKHOCTH 3apaloTars Ha Pe3yibTaTax
CBOCTO TPYAQ, MONYYMTh H3BECTHOCTH M npusHanue. Hukro Ge3 paspemenus asropa



HE MOXKET BOCHPOM3BOAHTE €ro  MNPOH3BEACHHE, PpACNPOCTPAHATL, NYOIHYHO
AEMOHCTPHPOBATEL, MPOJAABATE, HMIOPTUPOBATh, MNYCKaTk B NPOKAT, NYOIHYUHO
HCIOJIHATE, MOKA3bIBATL/ HCNONHATE B 2dupe win pazMemars 8 Mutepuere.
HcnonszoBanue "nupaTckoro” nporpaMMHOro 00ecneeHns MOKET IPUBECTH K
MHOTHM PHCKAM: OT HOTEPH JAHHBIX K TBOMM aKKayHTaM 10 OJ10KHPOBKH TBOETO
VCTPOICTBA, € YCTAHOB/ICHA HeneraibHas nporpamMa. He crouT takske 3a0biBarh,
YTO CYHIECTBYIOT JerajibHble H OeCIUIaTHBIC NMPOTPaMMbl, KOTOPBIE MOMXKHO HAHTH B
CETH.

O noprane

Ceresuvok.pd) - TBOH r1aBHbIH COBETYHK B CETH. 31ECH Thl MOKEIIL Y3HATH O
0e30MaCHOCTH B CETH NOHATHBIM M JIOCTYNHBIM A3bIKOM, @ IIPH BOZHHKHOBCHHH
KPUTHHECKOH cHTyaunn 00paTHTLCA 38 COBETOM. A TAKIKE NPHHATH Y4ACTHE B
KOHKYPCAX M CTaTh CaMbiM LU(POBLIM rpakiaHnHoM!




